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Annexure C

Categories of Data Subjects and Personal Information relating thereto

Employees

1
2
3
4
5
6.
7
8
9
1
1
1
1
1

. Name and contact details

. ldentity number and identity documents (including passports)
. Employment history and references

. Banking and financial details

. Details of payments to third parties (deductions from salary)

Employment contracts

. Employment equity plans
. Medical aid records

Pension fund records

.10.Remuneration/ salary records
.11.Performance appraisals
.12.Disciplinary records
.13.Leave records

.14.Training records

Corporate

2.1.
2.2.

Shareholders
Directors

Vendors / suppliers/ other businesses

3.1.
3.2.
3.3.
3.4.
3.5.

3.6.
3.7.
3.8.
3.9.

Name and contact details

Identity and/or company information and directors’ information

Banking and financial information

Information about products or services

Other information not specified, reasonably required to be processed for business
operations

“know-your customer” data

Payment beneficiaries — bank account details

Tax certificates

Professional curriculum vitaes

3.10.B-BBEE certificates

Tenants and prospective tenants

4.1.
4.2.
4.3.
4.4,

4.5.
4.6.
4.7.

4.8.

Name and contact details

Identity and/or company information and directors’ information

Banking and financial information

If signing surety, details of assets and liabilities, previous insolvency details (if applicable),
marital status

Trading references

Other lessor references

Other information not specified, reasonably required to be processed for lease
relationship

“know-your customer” data

Members and directors of property associations

5.1. Name and contact details
5.2. Identity and/or company information
5.3. Other information not specified, reasonably required to be processed for business
operations
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Annexure D
Recipients of Personal Information

The Attacqg Group

Any firm, organisation or person that the Attacq Group uses to collect payments and recover
debts or to provide a service on its behalf

Any firm, organisation or person that/who provides the Attacq Group with products or services

Any payment system that the Attacq Group uses

Regulatory and governmental authorities or ombudsmen, or other authorities, including tax
authorities, where the Attacq Group has a duty to share information

Financial institutions from whom payments are received on behalf of Data Subjects

Employees, contractors and temporary staff

Agents and estate agent brokers
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Annexure E
Cross-border flows of Personal Information

When making authorised disclosures or transfers of Personal Information in terms of Section 72 of
POPIA, Personal Information may be disclosed to recipients located in countries which do not offer
a level of protection for those Data Subjects as high as the level of protection offered in South
Africa.
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Annexure F
Description of security measures to be implemented by the Attacq Group

The Attacqg Group undertakes to institute and maintain data protection measures to accomplish
the following objectives outlined below. The details given are to be interpreted as examples of
how to achieve an adequate data protection level for each objective. The Attacqg Group may
use alternative measures and adapt to technological security development, as needed, provided
that the objectives are achieved.

1.

Access control of persons

The Attacq Group will implement suitable measures in order to prevent unauthorised persons
from gaining access to the data processing equipment where the data is processed.

Data media control

The Attacqg Group undertakes to implement suitable measures to prevent the unauthorised
manipulation of media, including reading, copying, alteration or removal of the data media
used by the Attacq Group and containing personal data of customers, tenants, suppliers,
employees and so forth.

Data memory control

The Attacqg Group undertakes to implement suitable measures to prevent unauthorised input
into data memory and the unauthorised reading, alteration or deletion of stored data.

User control

The Attacq Group will implement suitable measures to prevent its data processing systems from
being used by unauthorised persons by means of data transmission equipment.

Access control to data

The Attacqg Group represents that the persons entitled to use the Attacq Group's data
processing system are only able to access the data within the scope and to the extent
covered by their respective access permission (authorization).

Transmission control

The Attacg Group will be obliged to enable the verification and tracing of the locations /
destfinations to which the Personal Information is transferred by utilizing the Attacq Group's
data communication equipment/ devices.

Transport control

The Attacq Group will implement suitable measures to prevent Personal Information from being
read, copied, altered or deleted by unauthorised persons during the tfransmission thereof or
during the transport of the data media.

Organisation control

The Attacq Group will maintain its internal organisation in a manner that meets the
requirements of this manual.
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Annexure G

Objection to the Processing of Personal Information in terms of Section 11(3) of POPIA by a Data

Subject

Regulations relating to the protection of Personal Information, 2018

Note:

1. Affidavits or other documentary evidence as applicable in support of the objection may be

attached.

2. |If the space provided for in this Form is inadequate, submit information as an annexure to this

Form and sign each page.
3. Complete asis applicable.

A

DETAILS OF DATA SUBJECT

Name(s) and surname/ registered
name of Data Subject

Unique identifier / Identity Number

Residential, postal or business address

Contact number(s)

Fax number / e-mail address

DETAILS OF RESPONSIBLE PARTY

Name(s) and surname/ registered
name of Data Subject

Residential, postal or business address

Contact number(s)

fax number / email address

(o REASONS FOR OBJECTION IN TERMS OF SECTION
11(1)(D) TO (F) (Please provide detailed reasons for the
objection)

Signedat .......oooiiiiiiiiiinnn this......... dayof ..ceieiiiiiiiiiiiiiiiians 20.....

Signature of Data Subject
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Annexure H

Request for correction or deletion of Personal Information or destroying or deletion of record of
Personal Information in terms of Section 24(1) of POPIA

Regulations relating to the protection of Personal Information, 2018

Note:

1. Affidavits or other documentary evidence as applicable in support of the request may be
attached.

2. If the space provided for in this Form is inadequate, submit information as an Annexure to this
Form and sign each page.

3. Complete asis applicable.

Mark the appropriate box with an “X".
Request for:

o Correction or deletion of the Personal Information about the Data Subject which is in
possession or under the conftrol of the Responsible Party.

o Destroying or deletion of a record of Personal Information about the Data Subject which is
in possession or under the control of the Responsible Party and who is no longer authorized
to retain the record of information.

A Details of Data Subject

Names(s) and surname/ registered hame of
Data Subject

Unique Identifier/ Identity Number

Residential, postal or business address

Contact number(s)

Fax number / email address

B DETAILS OF RESPONSIBLE PARTY

Name(s) and surname/ registered name of
Data Subject

Residential, postal or business address

Contact number(s)

Fax number / email address

(of Reasons for objection in terms of Section
11(1)(d) to (f) (Please provide details reasons
for the objection)
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Reasons for correction or deletion of the
Personal Information about the Data Subject in
terms of Section 24(1)(a) which is in possession
or under the control of the Responsible Party;
and or reasons for destruction or deletion of a
record of Personal Information about the Data
Subject in terms of Section 24(1)(b) which the

Responsible Party is no longer authorised to
retain (please provide detailed reasons for the
request)
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